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Related Policies 

RQHR Policy 507 - Use and Disclosure of Personal Health Information for Research Policy – 

Replaced by Policy 515 

RQHR Policy 508 - Disclosure of Personal Health Information to Law Enforcement Agencies – 

Replaced by Policy 515 

RQHR Policy 509 - Release of Information to the News Media    

RQHR Policy 400 – RQHR IT Acceptable Use  

RQHR Policy - Use of Audio and Video Picture Taking Procedure 

RQHR Faxing Guidelines  

 

Definitions 

All Staff means RQHR employees, practitioner staff, professional staff, affiliates, authority 

members, students, volunteers and contractors. 

 

Confidential Information means information relating to, but not limited to, 

i. Patients – including Personal Health Information, health records, conversations, admittance 

information; 

ii. Employees - including employment records, disciplinary actions; 

iii. RQHR business information – confidential or internal information collected for RQHR 

business purposes, including but not limited to financial and statistical records, strategic 

plans, internal reports, memos, draft documents, contracts, legal advice, vendor proposals, 

quality assurance reviews, communications, proprietary technology and computer programs, 

source code, evaluations; and 

iv. Information about RQHR’s business partners and service providers. 

 

Personal Health Information (PHI) means, with respect to an individual, whether living or 

deceased (HIPA 2(m)):  

(i) information with respect to the physical and mental health of the individual; 

(ii) information with respect to any health service provided to the individual; 

(iii) information with respect to the donation by the individual of any body part or any bodily 

substance of the individual or information derived from the testing or examination of a body 

part or bodily substance of the individual; 

(iv) information collected: 

(a) in the course of providing health services to the individual; or 

(b) incidentally to the provision of health services to the individual; 

(v) registration information (e.g. demographic information) 

HIPA does not apply to personal health information about an individual who has been dead for 

more than 30 years and records that are more than 120 years old. 

 

Personal Information (PI) means personal information about an identifiable individual that is 

recorded in any form and includes (LA FOIP 23(1)): 

(a) information that relates to the race, creed, religion, colour, sex, sexual orientation, family status 

or marital status, disability, age, nationality, ancestry or place of origin of the individual; 

(b) information that relates to the education or the criminal or employment history of the individual 

or information relating to financial transactions in which the individual has been involved;  

(c) information that relates to health care that has been received by the individual or to the health 

history of the individual; 

(d) any identifying number, symbol or other particular assigned to the individual; 
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(e) the home or business address, home or business telephone number, fingerprints or blood type of 

the individual; 

(f) the personal opinions or views of the individual except where they are about another individual; 

(g) correspondence sent to a local authority by the individual that is implicitly or explicitly of a 

private or confidential nature, and replies to the correspondence that would reveal the content of 

the original correspondence, except where the correspondence contains the views or opinions of 

the individual with respect to another individual; 

(h) the views or opinions of another individual with respect to the individual; 

(i) information that was obtained on a tax return or gathered for the purpose of collecting a tax; 

(j) information that describes an individual’s finances, assets, liabilities, net worth, bank balance, 

financial history or activities or credit worthiness; or 

(k) the name of the individual where: 

(i) it appears with other personal information that relates to the individual; or 

(ii) the disclosure of the name itself would reveal personal information about the individual. 

 

RQHR Business Information means confidential information collected for RQHR business 

purposes as defined in LA FOIP, which  includes but is not limited to financial and statistical 

records, strategic plans, internal reports, memos, draft documents, contracts, legal advice, vendor 

proposals, quality assurance reviews, communications, proprietary technology and computer 

programs, source code, evaluations 

 

Guiding Principles 

Protecting the privacy and security of personal health information (PHI), personal information (PI), 

and RQHR business information is consistent with the RQHR’s core values of Compassion, 

Respect, Collaboration, Knowledge and Stewardship. By adopting the following internationally 

recognized information privacy principles (which have been incorporated into our business 

processes and practices) the RQHR is complying with The Health Information Act (HIPA) and The 

Local Authority Freedom of Information Protection of Privacy Act (LA FOIP). 

 

1. Individual Right to Access Information 
The RQHR recognizes that individuals have the right to access their PHI or PI, however, being an 

employee of the RQHR does not authorize the employee to access his/her own information. Upon 

request, a patient will be provided with information on the uses and disclosures of their PHI. In 

certain situations, RQHR may not be able to provide access to all the information it holds about an 

individual. Exceptions to the access requirement will be limited and specific. The reasons for 

denying access will be provided to the individual. 

 

2. Accountability 
All RQHR staff are accountable to protect the privacy and confidentiality of all confidential 

information within the custody or control of RQHR.  

 

3. Explaining why RQHR collects information 

RQHR identifies the purposes for which it collects, uses or discloses PHI or PI at, or before the time 

of its collection or for further use or disclosure. 

 

4. Limiting Collection 

RQHR collects only the PHI and PI that is necessary for the purposes identified by the RQHR. 

RQHR will not collect information indiscriminately. 
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5. Consent 
RQHR obtains an individual’s consent before the collection, use or disclosure of PHI or PI. Such 

consent may be expressed, implied, or deemed where permitted by law. There are limited 

circumstances where RQHR may use or disclose PHI or PI without the consent of the individual. 

Where possible and practical, RQHR will accommodate patient requests to restrict access to their 

PHI and PI. 

 

6. Limiting Use, Disclosure and Retention 
PHI and PI will not be used or disclosed for purposes other than those for which it was collected by 

RQHR, except with the consent of the individual or as permitted by  law. Access to confidential 

information will be limited to a need-to-know basis for staff with a need- to- know the information 

in order to perform their job requirements. Confidential information will be retained only as long as 

necessary in accordance with legislated Regulations and the fulfillment of legal requirements. 

 

7. Safeguards 
RQHR has adopted technical, physical and administrative safeguards to protect confidential 

information that are appropriate to the sensitivity of such information. Information should be de-

identified whenever possible. Visual and acoustical privacy is maintained within RQHR work 

environments. All RQHR staff are required to sign a Confidentiality Agreement. 

 

8. Openness 
RQHR is open about its privacy policy and practices with respect to the management of confidential 

information through the use of brochures and posted signs in registration areas as well as 

information provided on the RQHR public website. 

 

9. Accuracy 
RQHR will take reasonable steps to ensure that information is accurate, complete, and up to date to 

minimize the possibility of inappropriate information being used to make a decision about an 

individual.  An individual who believes there is an error or omission in his/her PHI or PI may make 

a request to RQHR to correct the information. 

 

10. Privacy Queries or Complaints 
RQHR has procedures in place to receive and respond to challenges and inquiries regarding our 

privacy policies and practices for the handling of PHI and PI. All concerns will be reviewed and the 

results communicated to the individuals involved. Individuals with questions or concerns can 

contact the RQHR’s Privacy Office. 

If RQHR is unable to resolve the compliant or concern the individual may refer the issue to the 

Saskatchewan Office of the Information and Privacy Commissioner ("IPC").  This right and contact 

information for the IPC will be included RQHR's general communications material for patients 

discussing RQHR's complaints process or privacy policies. 
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Detailed Procedure 

1. Individual Right to Access Information (Note: patient requested corrections and amendments 

are included in section 9 below) 

1.1 The RQHR recognizes that patients have the right to access their PHI; however, being an 

employee of the RQHR does not authorize the employee to access his/her own medical 

record using any RQHR clinical electronic information systems that the employee has 

been assigned access to as part of their job requirements. 

1.2 Employees must follow the same protocol as RQHR patients would by following the 

process in Health Information Management Services for obtaining access to and copies 

of their PHI. 

1.3 An individual may request access, copies, disclosure or correction of their PHI or PI in 

accordance with HIPA and LA FOIP legislation.  

1.3.1 RQHR patients may request and receive access to the audit logs of their 

electronic files where possible. 

1.4 An individual will be required to sufficiently identify themselves, and as necessary, 

provide their authority to request information, to permit their access, or disclosure of 

PHI or PI, in accordance with legislation. 

1.5 RQHR will respond to an individual’s request within 30 days unless an extension is 

required.  

1.6 A reasonable fee for service may be charged in accordance with legislation and RQHR’s 

fee schedule. 

1.6.1 An individual can request the fees associated to an access request be waived. 

1.6.2 The area to which the information originates will approve requests for fee 

waivers. 

1.6.3 Fees may be waived in the following circumstances: 

1.6.3.1 Where the information requested is the personal information of the 

applicant; 

1.6.3.2 Where the payment of the prescribed fees will cause a substantial 

financial hardship for the applicant and the information requested is the 

personal information of the applicant. 

1.7 Denying access. In certain situations, RQHR may not be able to provide access to all the 

information it holds about an individual. 

1.7.1 Exceptions to the access requirement will be limited and specific. The reasons for 

denying access will be provided to the individual.  

1.7.2 Exceptions may include: 

1.7.2.1 information that could reasonably be expected to result in a risk of serious 

harm to the individual or others;  

1.7.2.2 the information contains references to other individuals;  

1.7.2.3 information that cannot be disclosed for legal, security or commercial 

proprietary reasons; and 

1.7.2.4 information that is subject to solicitor-patient or litigation privilege. 

 

 

2. Accountability for Personal and Personal Health Information 

2.1 All Regina Qu’Appelle Health Region (RQHR) staff as defined in the Glossary of 

Privacy Related Terms are accountable to protect confidential information that is under 

the control of RQHR. 
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2.1.1 This accountability continues indefinitely, even after discontinuation of 

employment/association/privileges with RQHR. 

2.2 The Chief Executive Officer of RQHR delegates responsibility for the management of 

privacy and confidentiality issues to the Privacy Officer, including but not limited to: 

2.2.1 Privacy and Confidentiality policy and guideline development; 

2.2.2 Privacy and Confidentiality education and training; 

2.2.3 Privacy inquiries and complaints; 

2.2.4 Determining an access to information and amendment process to respond in a 

timely manner to individual requests for access and/or amendment to their PHI. 

2.2.5 Responding to The Local Authority Freedom of Information and Protection of 

Privacy information access requests for records within the custody and control of 

the RQHR. 

2.3 All RQHR staff sign the RQHR Confidentiality Agreement prior to being issued an 

RQHR identification badge. 

2.4 RQHR is responsible for confidential information within its custody and/or control and 

will use contractual or other means to provide a comparable level of protection to the 

information when it is being processed by a third party. 

2.4.1 Data sharing agreements containing privacy clauses which specify data security, 

auditing, retention, and access controls will be used with other organizations 

where RQHR is sharing data with them. 

2.4.2 Information Management Agreements containing privacy clauses which specify 

data security, auditing, retention, and access controls will be used where third 

parties are accessing, storing or processing PHI or PI on behalf of the RQHR. 

2.5 Breaches of this and related privacy and confidentiality policies by RQHR staff will be 

reviewed in accordance with the RQHR Guidelines for Responding to Privacy Breaches. 

2.5.1 A breach includes any intentional or inadvertent unauthorized access to, use, or 

disclosure of confidential information including, but not limited to: 

2.5.1.1 PHI regarding the employee, family members, visitors, friends, partners, 

former patients, prominent public figures, colleagues, etc.  

2.5.1.2 PI or RQHR business information (e.g. personnel files, business or 

financial records) 

2.5.2 Any disciplinary action applied will be in accordance with the RQHR Privacy 

Violations –Recommended Actions document (Appendix D). 

 

3. Explaining why RQHR collects information 

3.1 At, or before, the time of collection of PHI, RQHR staff will explain to the individual the 

purpose for which the information is being collected or direct the individual to a person 

who can provide that information.  

3.1.1 PHI will only be collected based on need-to-know for the following purposes:  

3.1.1.1 The delivery of health care services requested or required by the 

individual; 

3.1.1.2 The administration of the health care system; 

3.1.1.3 To support and promote research and education; 

3.1.1.4 To meet legal and regulatory requirements 

3.1.2 Depending on the way in which the information is collected from the individual, 

the purpose can be related either verbally or in writing (i.e. use of a form, poster 

or brochure). 

3.1.3 RQHR will make available to the individual written information on the general 

uses and disclosures of PHI and PI. 
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3.1.3.1 Notices identifying the purposes for the collection, use and disclosure of 

PHI and PI are posted in public areas and on the Regina Qu’Appelle 

Health Region website. 

3.1.4 When PHI or PI is to be used for a purpose that the individual has not consented 

to, consent from the individual must be obtained, unless this new purpose is 

required by law. 

3.2 The collection of RQHR staff PI is only acceptable for a purpose that relates to existing 

or proposed programs of the RQHR (LA FOIP s.24). 

3.3 The RQHR shall not use RQHR staff PI that is in its control without the consent of the 

individual to whom the information relates (LA FOIP s.27) except for the purpose for 

which it was collected. 

3.4 This material will include contact information for the IPC and state that the patients may 

refer any unresolved privacy issue or complaint to the IPC. 

 

4. Limiting Collection  

4.1 The collection of PHI and PI will be limited to that which is necessary for the purposes 

identified by the RQHR. RQHR will not collect information indiscriminately. 

4.1.1 RQHR will only collect the least amount of information necessary for the 

identified purpose. 

 

5. Consent  

The consent of the individual (or substitute decision maker) is required for the collection, use 

and disclosure of PHI; with certain exceptions, or in accordance with the law. 

5.1 Express Consent occurs when an individual has indicated consent to the collection, use 

or disclosure of PHI verbally or in writing.  

5.1.1 Individuals can provide expressed  consent in the following ways: 

5.1.1.1 A form may be used to seek written consent, collect information and 

inform the individual of the uses of the information. By completing and 

signing the form, the individual is giving consent to the collection and 

specified uses and/or disclosures. 

5.1.1.2 An individual can provide verbal consent at the time the individual uses a 

health service. 

5.1.1.3 An individual can also provide verbal consent when information is 

collected by telephone. 

5.1.1.4 In cases where express consent is required and provided verbally, this 

exchange will be documented by the individual’s obtaining consent in the 

individual’s medical record. 

5.2 Implied consent means a consent that is inferred through an individual’s actions or 

alternatively, through their inactions.  

5.2.1 An individual who presents to an RQHR facility for treatment gives implied 

consent for the collection, use and disclosure of their PHI for authorized 

purposes. 

5.2.2 Once an individual has been made aware of the purposes for the collection, use 

and disclosure of their information, consent is implied if the individual continues 

to seek care and treatment.   

5.3 Deemed consent is a consent that is deemed to exist for certain purposes specified by 

law. Deemed consent can be relied upon to use and disclose an individual’s PHI when:  
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5.3.1 There is a “need-to-know” for the use or disclosure of PHI for the purposes of 

arranging, assessing the need for, providing, continuing, or supporting the 

provision of a health care service requested or required by the individual; 

5.3.2 The disclosure of PHI to the individual’s next of kin or someone with whom the 

individual has a close personal relationship. This applies as long as the disclosure 

relates to the services currently being provided and the individual has not 

expressed a contrary indication to such a disclosure.  

5.4 There may be situations where an individual staff is no longer providing direct patient 

care to an individual but still requires access to the PHI of an individual to evaluate a 

health service that was initiated.  

5.4.1 Upon approval of the manager of the area currently caring for the individual, 

staff no longer with a “need-to-know” will be allowed to access the individual’s 

PHI for follow up evaluation of the specific treatment that was previously 

provided. 

5.4.2 The manager will determine if the request is appropriate.   

5.5 There may be circumstances where seeking consent from the individual may be 

impossible. In these circumstances, consent of the individual’s substitute decision maker 

is sought.  

5.6 Revoking/Withdrawing Consent:  

5.6.1 An individual may revoke/withdraw expressed or implied consent to the 

collection, use and disclosure of PHI at any time, subject to legal or contractual 

exceptions or restrictions and reasonable notice is given. Revocation of consent 

is not retroactive.  

5.6.2 RQHR will inform the individual of the implications of such 

revocation/withdrawal.  

5.6.3 An individual cannot revoke/withdraw deemed consent described in 5.3.1 as in 

order to provide services this collection, use and disclosure of PHI is required.  

5.6.4 Where possible and practical RQHR will try to accommodate requests by 

patients wishing to restrict access by specific care providers to their PHI and PI.  

5.6.5 An individual may revoke/withdraw deemed consent described in 5.3.2. Form 

RQHR 303- Consent to Restrict Visitors and/or Disclosure of Personal Health 

Information to Next Of Kin and Close Personal Relationships will be completed 

by the individual and stored on the health record. This form is also used by 

individuals to restrict visitors while in the care of the RQHR. Restrictions applied 

by use of this form will remain in place until the individual removes the 

restrictions. 

 

6. Limiting Use and Disclosure and Retention  
6.1 RQHR limits the use and disclosure of confidential information to those staff who need-

to-know the information in order to perform their job requirements for RQHR, except 

with the consent of the individual or as required by law.  

6.1.1 RQHR staff shall not use their position within RQHR in order to use or disclose 

confidential information for purposes outside of their job requirements. 

6.1.2 PHI shall not be viewed, used or disclosed for personal reasons, or for gain, or 

for gossip (HIPA s.23 (1)). 

6.1.3 RQHR staff must avoid engaging in discussions about confidential information 

in public areas such as hallways, elevators, cafeterias, etc. 

6.1.4 The RQHR has a responsibility to create a teaching and learning environment for 

students (as defined in the Glossary of Privacy Related Terms). Students may 
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only access, use, and disclose PHI if they are currently providing a health service 

to the individual and to the extent authorized under this Policy. 

6.1.5 All use and disclosure of identifiable PHI for research purposes must follow 

RQHR Policy 507 - Use and Disclosure of Personal Health Information for 

Research. 

6.2 RQHR limits the use and disclosure of confidential information to external trustees who 

need-to-know the information in order to perform a service to the individual, except with 

the consent of the individual or as required by law.  

6.3 Disclosure without consent occurs when the disclosure is in compliance with any 

legislative/legal and regulatory requirements.  

6.3.1 Permitted disclosures without consent in HIPA where: 

6.2.1.1 the disclosure is necessary to avoid or minimize a danger to the health or 

safety of any person. The logic test that needs to be met prior to 

disclosure is that there is a clear risk to an identifiable person or group of 

persons; and there is a risk of serious bodily harm or death; and the 

danger is imminent; and the disclosure will prevent the danger. 

6.2.1.2 the disclosure is necessary for monitoring, preventing or revealing 

fraudulent behavior. 

6.2.1.3 the disclosure is to a person who is entitled to make a health care decision 

on behalf of an individual pursuant to The Health Care Directives and 

Substitute Health Care Decision Makers Act, where the PHI is required to 

make a health care decision about the individual.  

6.2.1.4 the disclosure is being made for the purpose of commencing or 

conducting a proceeding before a court or tribunal or for the purposes of 

complying with an order, demand, subpoena or warrant issued by a court. 

6.2.1.5 the disclosure is being made to a health professional body or prescribed 

professional body that requires the information for purposes of carrying 

out its duties pursuant to an Act with respect to regulating a profession. 

6.2.1.6 the disclosure is made for the purposes of obtaining payment for the 

provision of services to the individual. 

6.2.1.7 the disclosure is being made to the Region’s legal counsel for the purpose 

of providing legal services to the Region. 

6.2.1.8 the disclosure is being made to a standards or quality of care committee to 

study or evaluate health service practices within the Region. 

6.3.2 Disclosure of a deceased individual’s PHI: 

6.2.2.1 RQHR may disclose a deceased patient’s PHI without the patient’s 

consent to a member of the patient’s immediate family or to anyone with 

whom the patient had a close personal relationship. The disclosure will be 

only the minimum amount of the deceased’s PHI that is necessary to 

provide information on: 

6.2.2.1.1 the circumstances surrounding the death of the patient (e.g., 

Mr. X died of a heart attack); or 

6.2.2.1.2 the services that were recently received by the patient in the 

last 90 days (i.e., procedures performed on Mr. X to 

resuscitate him)  

6.2.2.2 A deceased patient’s Personal Representative has the right to make a 

request to the RQHR for access to the deceased patient’s PHI provided 

that the information relates to the administration of the deceased patient’s 
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estate. Administration of an estate may include (but are not limited to) the 

following: 

6.2.2.2.1 determining if the deceased’s estate has a cause of action; 

6.2.2.2.2 to help assess whether the deceased had testamentary capacity 

prior to his/her death; and 

6.2.2.2.3 insurance purposes.    

6.3.3 Disclosures required by law include but are not limited to: 

6.2.3.1 Communicable diseases as per the Public Health Act 

6.2.3.2 Child and Adult protection matters as per the Child and Family Services 

Act 

6.2.3.3 Compliance with the Gunshot and Stab wounds Mandatory Reporting Act 

6.2.3.4 Further disclosures to law enforcement must be in accordance with the 

RQHR Policy 508- Disclosure of Personal Health Information to Law 

Enforcement Agencies. 

6.4 Use or disclosure of RQHR staff PHI for any purpose relating to the employment of the 

individual without the consent of the individual is not permitted (HIPA s 26(3)). 

6.4.1 There may be situations in which the RQHR may disclose the PHI of RQHR 

staff without the consent of the individual. These situations will be limited to: 

6.3.1.1 Avoid or minimize a danger to the health or safety of the employee or any 

person 

6.3.1.2 Meeting the criteria of mandatory reporting to a professional body 

6.3.1.3 Other situations where disclosure is required by law 

6.5 Disclosure of RQHR staff PI without consent of the individual may occur if disclosure is 

in accordance with the following: 

6.5.1 For the purpose for which the PI was collected; 

6.5.2 Complying with a subpoena, warrant, or rule of the courts; 

6.5.3 For the purpose of locating an individual in order to collect a debt owing to the 

RQHR by the individual or to make a payment owing to the individual by the 

RQHR; 

6.5.4 For the purposes of complying with law enforcement investigations; 

6.5.5 For the purposes of complying with other Acts or legislation; 

6.5.6 For purposes to protect the mental or physical health or safety of any individual; 

6.5.7 For purposes of facilitating contact with next of kin or friends of an individual 

who is injured, ill or deceased; 

6.5.8 For additional authorized disclosures see s 28 (2) of LA FOIP 

6.6 Managers and supervisors who wish to access an employee’s record or file in Human 

Resources will be provided with only the employment related information. Employees 

have a right to access their own complete file in Human Resources. 

6.7 Work history of an employee is included in the definition of PI in LA FOIP. The RQHR 

cannot disclose information that: 

6.7.1 is compiled due to a complaint against the employee 

6.7.2 is compiled due to conduct of the employee 

6.7.3 is an evaluation of the employee’s performance 

6.7.4 reveals any disciplinary action on the employee’s file   

6.8 If employees are interviewed by RQHR Management or Labor Relations in response to 

any ongoing investigation, it is important that the employee is informed that the RQHR 

will make every attempt to keep the information provided confidential. As per LA FOIP 

legislation, if an employee expresses an opinion about another employee during the 

interview, that information may be released in response to an information access request. 
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6.9 For purposes of providing an employment reference with respect to a person who is or 

was employed by the RQHR, managers and supervisors may provide information about 

the duration of employment with the RQHR. For all other requests, steps to ensure that 

the employee has consented to the release of the requested PI should be taken prior to 

releasing PI.  

6.10 There may be circumstances when a staff member’s job duties (e.g. filing, providing 

treatment) requires him/her to access PHI or provide services to a family member, co-

worker, or other personally known individual. In these circumstances, staff must: 

6.10.1 Respect the individual’s right to privacy and, where practicable, seek expressed 

consent from the individual prior to fulfilling those job duties or speak to a 

supervisor to determine whether another staff member should be assigned.  

6.10.2 Not share any information regarding the care of the individual (including the fact 

the individual was a patient) with mutual family members, co-workers, friends, 

or acquaintances without expressed consent to do so. Information can only be 

shared with those that have a need to know in order to provide/support an 

authorized health care purpose. 

6.11 When processing requests for RQHR business information, the department receiving the 

request may provide the requested information providing the following has been 

considered: 

6.11.1 The requested information is already publically available 

6.11.2 It will not take more than one (1) hour of time to respond to the request. 

6.11.3 There are no LA FOIP exemption criteria to be utilized prior to releasing the 

requested information. Exemptions will be determined by the RQHR Privacy 

Office and will be reviewed with appropriate stakeholders prior to disclosure. 

6.12 All requests for RQHR business information that do not fall within the parameters listed 

above or if there is uncertainty whether the requested information can be released, the 

request will be forwarded to the RQHR Privacy Office. The Privacy Office will consult 

with relevant stakeholders prior to the release of any information. 

6.13 When disclosing information to legal authorities such as police officers, RQHR staff 

must follow the RQHR 508 - Disclosure of Personal Health Information to Law 

Enforcement Policy. 

6.14 RQHR has developed policies and implemented procedures with respect to the use of 

PHI or PI for research. Refer to RQHR 507 - Use and Disclosure of Personal Health 

Information for Research Policy.  

6.15 If an RQHR staff person is in doubt as to whether or not to disclose information, consult 

with the immediate supervisor, and/or contact the RQHR Privacy Office. 

 

Limiting Retention: 

6.16 Confidential information will be retained as defined in legislation or only as long as 

necessary for the fulfillment of the purposes for which it was collected.  

6.17 RQHR has developed policies and implemented procedures with respect to the retention 

of PHI contained in the medical record. Refer to RHD policy 3.3.2 Retention of Health 

Records.  

6.18 Documents containing confidential information shall be removed from computer 

printers, photocopiers, scanners, and fax machines as soon as reasonably possible and 

distributed to the intended recipient. 

6.19 When equipment that stores confidential information is evaluated for purchase or 

anytime equipment is ready for disposal, any hardware in the equipment that may 

contain confidential information must be securely destroyed prior to the release of the 
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equipment. For information and guidance on disposal of these items please contact the 

Information Technology department. 

 

7. Ensuring Safeguards  

7.1 RQHR protects confidential information in its custody or control regardless of the 

format in which it is held.  

7.1.1 Security safeguards appropriate to the sensitivity of the information will protect 

the information against loss or theft, as well as unauthorized access, disclosure, 

copying, use, or modification. 

7.1.2 The nature of the safeguards will vary depending on the sensitivity of the 

information that has been collected, the amount, distribution, and format of the 

information, and the method of storage.  

7.1.3 De-identified information should be used whenever possible. 

7.2 The safeguards include, but are not limited to: 

Physical measures: 

7.2.1 When storing confidential information in publicly accessible areas, RQHR staff 

will ensure that the information will be kept secure through supervision or by 

physically securing the information (i.e. cabinets that can be locked).   

7.2.1.1 Confidential information is not to be left in written form or displayed on 

computer terminals in areas or locations where unauthorized individuals 

may access it.  

7.2.1.2 Desks and workstations in unsecured areas shall be cleared of any records 

when such information is not in use. 

7.2.1.3 Identifiable confidential information should be discreetly hidden from 

view and kept private, including electronic screens/display boards, 

printed material such as patient lists and Operating Room slates. De-

identified  

7.2.1.4 All staff shall strive to ensure visual and acoustical privacy is maintained 

within their work environment. 

7.2.1.4.1 Conversations in public areas should be avoided to prevent 

disclosure of PHI to the public and to prevent disclosure of employee 

work performance information to other staff. 

7.2.1.4.2 All staff shall be aware of their surrounding environment and 

keep conversation levels low. 

7.2.1.5 Confidential information must be securely disposed of to prevent 

unauthorized parties from gaining access to the information by disposing 

of the information in locked confidential shredding bins or by use of 

office shredding machines. 

Administrative measures: 

7.2.2 RQHR provides all staff with appropriate resources and training on the 

importance of maintaining the privacy, confidentiality and security of 

confidential information. 

7.2.2.1 All staff will receive privacy and confidentiality training during 

orientation.  

7.2.2.2 Additional education and training sessions will be provided by the 

Privacy Office. The RQHR Privacy Office recommends annual 

completion of RQRH Privacy and Confidentiality training quiz. 

7.2.2.3 RQHR Confidentiality Agreements will be signed by all staff prior to 

receiving an RQHR ID badge. 
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7.2.2.3.1 Human Resources stores employee signed Confidentiality 

Agreements in the employee’s personnel file; 

7.2.2.3.2 Practitioner Staff Affairs stores physician signed 

Confidentiality Agreements. 

7.2.2.3.3 The appropriate department for the training program stores the 

signed Confidentiality Agreements for all Students. 

7.2.2.3.4 Volunteer Services in Regina, or Department Managers in 

rural facilities, will provide a copy of the RQHR 

Confidentiality Agreement to all prospective volunteers prior 

to commencement of volunteer duties. Volunteer 

Services/Rural Manager stores volunteer signed 

Confidentiality Agreements. 

7.2.2.4 Standard RQHR data sharing agreements/contracts will be signed by 

vendors who will be accessing and/or sharing confidential information in 

the custody or control of RQHR. The data sharing agreements will have 

the RQHR Confidentiality Agreement as attachments to the data sharing 

agreements/contracts. Contractor signed Confidentiality Agreements will 

be managed by the area responsible for the contract. 

7.2.2.5 Display boards and/or whiteboards are used within the RQHR for the 

purpose of arranging, assessing the need for, providing, continuation, or 

supporting the provision of health services to an individual.  

7.2.2.5.1 Display boards located in areas accessible by public and 

unauthorized personnel will only contain a minimum amount 

of PHI. 

7.2.2.5.2 Display boards located in restricted areas may contain detailed 

PHI of identifiable individuals. 

7.2.2.5.3 Whiteboards used within patient rooms are a communication 

tool between the individual’s care providers, the individual 

and the individual’s family. Only the minimum amount of 

information necessary is included on the whiteboard. 

7.2.2.5.4 Individuals may opt out of the use of the whiteboard for the 

current admission. 

Technical measures:  

7.2.3 Authorized access to a computer system requires user sign-on, logon-id and 

password. There are different computer applications in use within RQHR, each 

requiring a unique Logon ID and Password.  

7.2.3.1 It is the responsibility of each user to ensure that his or her password is 

secure. Users are prohibited from sharing (lending or borrowing) their 

password on any system.   

7.2.3.2 If there is reason to believe a password has been compromised, it is to be 

changed immediately followed by immediate notification to ones’ 

supervisor. 

7.2.4 Limitations are placed on users to ensure that they only have access to the 

minimum amount of information necessary on a need-to-know basis to complete 

one’s job requirements (including NOT accessing one’s own PHI). 

7.2.5 Access to RQHR business data must be properly authorized, and will be granted 

based on the requirements of carrying out job responsibilities. The RQHR retains 

the exclusive rights to, and use of all computer assets and information which has 

custody and control of, and which resides on: 
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7.2.5.1 RQHR mid-range servers. 

7.2.5.2 RQHR applications residing on network servers, and/or stand-alone 

computers. 

7.2.6 Any individual requesting access to an RQHR system must submit a User 

Request Form to Information Technology. The form must be signed by the 

employee’s manager. 

7.2.6.1 Refer to RQHR Policy 400 –RQHR IT Acceptable Use for further 

information on choosing passwords, data security and system access. 

7.2.6.2 The RQHQ utilizes security software and firewalls to prevent hacking or 

unauthorized computer access. 

7.2.6.3 The RQHR may monitor user access and use of electronic computer 

systems that collect, use, manipulate or store PHI to ensure that all access 

and use of a patient’s electronic health record was need-to-know for an 

authorized health care purpose. 

7.2.6.4 Audits may be performed as required as part of Privacy Breach 

Investigations. 

7.2.7 All new information technology applications that may collect, use or store PHI or 

PI will have a Privacy Impact Assessment completed prior to the implementation 

of the application. 

7.3 RQHR staff shall use e-mail for RQHR business purposes only.  

7.3.1 There should be no expectation of privacy relating to emails sent, received, or 

stored by employees on the RQHR computer system, as these are considered 

RQHR records. The Local Authority Freedom of Information and Protection of 

Privacy Act gives the general public the right to request access to any 

administrative records in the custody or control of RQHR (Freedom Of 

Information (FOI) requests).  

7.3.1.1 All email messages are RQHR records and are therefore subject to FOI 

requests under The Local Authority Freedom of Information and 

Protection of Privacy Act. 

7.3.2 Identifiable PHI may be sent via email between rqhealth.ca email accounts, with 

those individuals who require the information in order to provide or support the 

delivery of care. 

7.3.3 PHI shall not be sent through e-mail to non rqhealth.ca e-mail addresses unless it 

is de-identified, encrypted, or contained in a password protected email. 

7.3.4 Refer to RQHR Policy 400 - RQHR IT Acceptable Use for further information on 

E- Mailing. 

7.4 All faxes sent from RQHR must be accompanied by a fax cover sheet that will: 

7.4.1 Clearly identify the sender’s name and contact information 

7.4.2 Clearly identify the recipient’s name and contact information 

7.4.3 Clearly identify the total number of pages sent 

7.4.3.1 The recipient’s fax number should always be double checked prior to 

sending the fax to ensure the correct number was entered into the fax 

machine.  

7.4.3.2 Refer to RQHR Faxing Guidelines for further information on the faxing 

of confidential information. 

7.5 All e-mail and fax correspondence must contain the following confidentiality notice : 

Confidentiality Notice: This message, including any attachments, may contain 

information that is confidential, privileged and/or exempt from disclosure under 

legislation and is intended for the addressee(s) only. If you are not the intended 
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recipient, any copying, redistribution, use or disclosure of this message is prohibited. If 

you have received this message in error, please reply to the sender and delete or destroy 

all copies of this message. 

7.6 RQHR has rules and regulations relating to photographing and videotaping within the 

region which state: 

7.6.1 Patients may use electronic audio or video recording devices within their room or 

home only in situations where the PHI of others is not collected. 

7.6.2 Such use is subject to the Rules and Regulations as listed in the RQHR Use of 

Video Recording Devices Including Picture Taking Within the Regina 

Qu’Appelle Regional Health Authority (RQHR) Rules and Regulations.  

7.7 RQHR takes precautions when using the Overhead Paging system within our facilities. 

7.7.2 Paging of patients or families by their name is not permitted. Units requiring a 

method of communication must devise an alternate method of contact (e.g. cell 

phones, pagers). 

7.7.3 In cases of medical emergencies and where alternate methods of contact families 

may be paged to contact an extension are not successful, patients/ number rather 

than return to a unit or room (e.g. Jane Smith, please call extension 1111). 

 

8 Openness about Policies and Practices 

8.1 RQHR makes our information practices available in a variety of ways. 

8.1.1 Brochures and posted signs in registration areas; 

8.1.2 Information provided on the RQHR public website; 

8.2 Information made available will include: 

8.2.1 The name or title, and the address of the person(s) who is accountable for 

RQHR’s policies and practices and to whom complaints and inquiries can be 

forwarded; 

8.2.2 The process of gaining access to confidential information held by RQHR; 

8.2.3 A copy of the Privacy Policy and/or brochures or other information explaining 

the Privacy Policy. 

 

9 Ensuring Accuracy  

9.1 RQHR will take reasonable steps to ensure that information is accurate, complete, and 

up to date to minimize the possibility of inappropriate information being used to make a 

decision about an individual.  

9.2 As per sections 40 of HIPA and 31 of LA FOIP, an individual who believes there is an 

error or omission in his/her PHI or PI may make a request to RQHR to correct the 

information.  

9.3 Depending upon the nature of the information correction requested the amendment may 

require the correction or addition of information. The amendment must not destroy or 

obliterate existing information in the record being amended, other than registration 

information. Where appropriate, and as requested, the amended information will be 

transmitted to third parties having access to the information in question. 

9.4 When a requested correction is not resolved to the satisfaction of the individual, their 

Statement of Disagreement regarding the unresolved correction request is stored in the 

patient’s medical record or personnel file. When appropriate, and at the individual’s 

request, the existence of the unresolved correction will be transmitted to third parties 

having access to the information in question.  
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10 Privacy Queries or Complaints 

10.1 RQHR has procedures in place to receive and respond to privacy inquiries or complaints 

regarding policies and practices relating to the handling of PHI or PI. 

10.2 Individuals with questions or concerns about RQHR information practices may contact 

the RQHR Privacy Office. 

10.3 RQHR will investigate all complaints and take appropriate measures to ensure 

compliance with this policy. 

 

11 Audits  
11.1 Access to electronic information will be randomly audited to protect against 

inappropriate or improper access or use in accordance with RQHR's internal procedures. 

Such procedures may include: 

11.1.1 addressing individual requests for audits of access to their PHI or PI;  

11.1.2 reviewing reported incidents; or 

11.1.3 proactive review. 

11.2 Access to paper files may be randomly audited to protect against inappropriate or 

improper access or use in accordance with RQHR’s internal procedures. 

Such procedures may include: 

11.2.1 addressing individual requests for audits of access to their PHI or PI;  

11.2.2 reviewing reported incidents; or 

11.2.3 proactive review. 

11.3 Physical rounds to assess the safeguards in use to protect electronic, paper and oral PHI 

or PI will randomly be completed at all RQRH facilities in accordance with RQHR’s 

internal procedures. 

Such procedures may include: 

11.3.1 Assessing the overall privacy of the area; 

11.3.2 Assessing the overall security of the area; 

11.3.3 Assessing if staff know what the RQHR’s policies are in relation to Privacy and 

Confidentiality; 

 

12 Enforcement 

12.1 Inappropriate Use.  If RQHR is aware of or suspects improper use, RQHR will follow its 

Privacy Breach Investigation Policy and Procedure. This may include taking the 

following actions: 

12.1.1 Investigation; 

12.1.2 Suspension or termination of the employee's access to RQHR's systems;  

12.1.3 Reporting of the employees actions to: 

12.1.3.1 RQHR Labour Relations; 

12.1.3.2 the police, if criminal activity is suspected; and/or 

12.1.3.3 the OIPC; 

12.1.3.4 Reporting the employee's action to the appropriate College or other 

regulatory authority; and/or 

12.1.3.5 Advising the patient of the incident and advising the patient of their 

corresponding rights. 

12.2 Disciplinary Action. Any employee engaging in conduct inconsistent with this Policy or 

applicable privacy laws will be subject to disciplinary action, up to and including 

suspension or termination of employment or service (as appropriate).  

12.3 Criminal Sanctions. In addition, any individual who breaches HIPA or any other 

applicable laws (example: knowingly contravenes any provision of HIPA or the HIPA 
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Regulations) is guilty of an offence pursuant to section 64 of HIPA (penalties up to 

maximum $50,000 fine and 1 year imprisonment).   

 

 

 


